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ISO 27001:2013 
Internal Auditor Program 

 

The Information Security Management Systems, or ISMS, standard specifies the 
requirements for establishing, implementing, maintaining and continually improving 
an information security management system within the context of the organization. 

This Internal Auditor course is based on the principles of ISO 19011:2011. It is 
designed for those people who wish to understand and conduct internal audit 

assessments to the ISO/IEC 27001:2013 certification standard and its relation to the 
ISO 27000 series of standards for information security management. 

 
 
 

Who should attend? 
 
 

This course is suitable for any managers or executives responsible for the security and 
confidentiality of their business-critical information. This course is designed for those people 
who wish to understand and conduct internal audit assessments to the ISO 27001:2013 
certification standard and its relation to the emerging ISO 27000 series of standards for 
information security management
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Prepare, conduct and follow-up on ISO 27001:2013 audit activities 
 
 
 
 
 
 
 
 

 

Gain the skills to assess an organization’s capability to manage its ISMS 
system & Write factual audit reports 

 
 
 
 
 
 

 

Learn how to set objectives for, plan and perform a quality 
standards audit & Understand the implications of employee 

behavior on ISMS audits 
 
 
 
 
 

Gain the ability to confidently report findings and take corrective action 
& Manage all risks, maintain and improve a global benchmark in ISMS 

standards & Be confident that your organization can rely on ISO 
certified internal auditors
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Definitions, 
Information 

Security Concepts 
& History of ISMS 

 
 

Benefits and 
Purpose of ISMS 

Risk Assessment 
and 

Management 
Concepts

 
 
 
 
 
 
 
 
 

Types of Audits 

 

 

Audit Planning 
and Scheduling 

Control 
Objectives and 
Controls of ISO 

27001:2013
 
 
 
 
 
 
 
 

Audit Checklist 
Preparation 

 

Audit Process                      
Audit Findings & 

Reporting
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Preparation of non- 
conformance report 

 

Do’s and Don’t’s of Auditing

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Case Studies based on 
ISO27001 

 

Classroom Exercises
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Prerequisites for the EXAM 

 

Participants to attend 16hrs training program 

Participants shall have a prior knowledge on ISMS 
Participants shall have minimum 2yrs of working experience 

 
 

Exam Details 
 

Optional External Examination (INR. 3,500+GST per participant) 
 

•    Total Questions : 60 (MCQs) 
•    Passing : 60% 
•    Duration : 90mins 
•    The examination is divided into 2 parts; 

•    Part 1 : 30 MCQs each of 1 mark 
•    Part 2 : 5 MCQs based on case studies each of 6 marks, following shall be 

followed while evaluating the scenario based questions 
•    2 Marks : To identify whether it is non compliance or no non compliance 
•    2 Marks : To identify the correct clause or control number along with the 

standard requirement 
•    2 Marks : For correct NCR statement and objective evidence/ explanation 

why it is a non compliance or compliance
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Result 
oriented 
approach 

A Leading 
Training & 
Consulting 

Organization 

 

 
 
 
 
 
 
 
 
 
 

Accredited by 
various 

principals
 
 
 

 
 
 
 
 

Adds great 
value to the 

Organizations 

WHY 4P? 
 
 
 
 
 
 
 
 

 

Unique, but 
proven, 

knowledge 
transfer and 

validation 
techniques 

 
 
 
 
 

World-wide 
presence and 

delivery 
models
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JOIN NOW! 
 
 
 

 

>>Contact: info@4pa.in 

mailto:o@4pa.in

